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Packet Selector Screen

Ethernet Packet -
‘ | ;Cpfuzl :;"-| ;-‘ Destination .\-IA(.'Al.illre:ia-| Source MAC Address -| ']'ypufl,ungih-| P PDU -‘ §-| | TCP |
rojec =1 B ) . - :
E—— H;m,.yl H ks B0 1B 5B C3 85 BC J 48 FC 92 E8 50 AB J 93 B6 J Ju
l “ No. - | Time Source Destination Protocol | Info =
Select A Packet From The 1 0.000000 192.168.0.39 192.168.0.101 TCP 32816 > frp [SYN] Seq=0 Ack=0 wins!
RightOropen ANew | | oowi mamein mmen o Sl b mosmo
Captured Session Below 4 0.013027 192.168.0.101 192.168.0.39  FTP  Response: 220 cbll8ks.cs.siena.edu
5 0.013375 192.168.0.39  192.168.0.101 TCP 32816 > ftp [ACK] Seqsl Ack=95 wim
Directory: 6 6.676401 192.168.0.39  192.168.0.101 FTP  Request: USER fakeuser
7 6.676429 192.168.0.101 192.168.0.39 TCP ftp > 32816 [ACK] sSeq=95 Ack=16 wit
| /usr/local/etherdumps_edge | 8 6.677232 192.168.0.101 192.168.0.39 FTP  Response: 331 Password required for
Name & Date | 9 6.677417 192.168.0.39 192 168. 0. 101 TCP 32816 > ftp [ACK) Seqel6 Ack=132 W
e ———rrrr— | 3.31384, s . 1oE.0. 34 - « U ' IEST . go\ LK
e TSy 11 13.827680 192.168.0.101 193 168. 0. 39 FTP  Response: 230 User fakeuser Togged
N b-Ditmap oot 12 13.827905 192.168.0.30  192.168.0.101  TCP 32816 > ftp [ACK) Seqe33 Ack=162 W
FTP_InstallFile 04/01/2004 13 13.828369 192.168.0.39  192.168.0.101 FTP  Request: SYST
FTP_IPEG 11/01/2003 14 13,828878 192.168.0.101 192,.168.0.39 FTP Response: 215 UNIX Type: L8
15 13.868033 192.168.0.39  192.168.0.101 TCP 32816 > frp [ACK] Seq=39 Acks=181 w
16 15.964049 192.168.0.39  192.168.0.101  FTP  Request: TYPE I
17 15.964227 192.168.0.101 192.168.0.39 FTP Response: 200 e set to I.
18 15.964440 192.168.0.39  192.168.0.101  TCP 32816 > frp [ACK) Seq=47 Ack=201 W
19 21.044025 192.168.0.39  192.168.0.101  FTP  Request: PASV
20 21.046043 192.168.0.101 192.168.0.39 FTP  Response: 227 Entering Passive Mod:
21 21.046293 192.168.0.39 192.168.0.101 TCP 32816 > frp [ACK] Seq=53 Acks=249 w
22 21,047403 102,168.0.30  192.168.0.101 FTP  Request: STOR testfile dar
23 21.060328 192.168.0.101 192.168.0.39 FTP rResponse: 150 Opening BINARY mode (
24 21.009489 192.168.0.39 192.168.0.101 TCP 32816 > ftp [ACK] Seq=72 Ack=308 W
25 21.099568 192.168.0.101 192.168.0.39 FTP  Response: 226 Transfer complete,
26 21.099738 192.168.0.39  192.168,0.101 TCP 32816 > ftp [ACK] Seqe=72 Ack=332 W
27 23.631322 192.168.0.39  192.168.0.101 FTP Request: QUIT
28 23.631433 192.168.0.101 192.168.0.39 FTP Response: 221-vou have transferred
29 23.631752 192.168.0.39 192.168.0.101 TCP 32816 » ftp [ACK] Seq=78 Ack=379 w
30 23.631769 192.168.0.101 192.168.0.39 FTP Response: 221-Total traffic for th
31 23.631083 192.168.0.39  192.168.0.1010  TCP 32816 > frp [ACK] Seqs78 Ack=525 w
32 23.632002 192.168.0.101 192.168.0.39 TcP  ftp > 32816 [FIN, ACK) Seqs525 Ack:[
33 23.632348 192.168.0.390  192.168.0.101  TCP 32816 > ftp [FIN, ACK] Seq=78 Ack='|v
1 | d
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Info Display Screen

Ethernet Packet

Choose Protocoll| | 1cp/ip E Source MAC Address
Project E
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FTP PDU
Ethernet = IP PDU = Todal Lengih

Field Name: Total Length of Ethernet Frame

Puwpose & Defuution: Total Length iz 16-bat
field that mdicates the length of the frame,
measured m octets, mcluding mternet header and
data. The masimum size 18 216 or 65,536 octets,
howewver, the recommended masmmuum size 15 576
octets.

Field Keyv: Mot applicable
Data
Hexadecimal O 9 2 D
Bmary 1100 1001 0010 1101
Deciimal 51501
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History Screen

Ethernet Packet
-l [CP/IP = Destination MAC Address Source MAC Address

Project
History

I'vpe/Length 1P PDL

SOF

Preamble

CR(

History of TCP/IP Packet Descriptor

Two teams from the Class of 2004's Software Engineering class developed TCPTP
Packet Descriptors. Both gave graplical expressions and iformative knowledge
about different Internet Protocols. However, the packet mfomation was
hard-coded into the program, allowing the user to see the protocol data units
of one packet for each different protocol.

For the Class of 2005's Software Engineering class, our team, EdgeTech Development,
was asked to enhance the program. The enhancements were to combine the best
design points of both programs and combine them into one. Another enhancement

was to allow the user to take an Ethernet dump file from an external program
and open 1t up m our TCPTP Packet Descriptor, and allowing the user to
pick amy packet from the dump file and have the program break it up into
its different data umits.

The links below will take yvou to last years team websites and programs from Blue Teclmologies samd Mirage Inc.

Mirage Inc.

M EdgeTech Development Blue Technologies Inc.

TCT Descriptor "The Descraptor” TCT Descriptor

Chent: }r. Een Swarner
Teacher/Silent Partner: Dir. Timoth Lederman

Class: Software Engineering
School: Ziena College
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» Graphical User Interface (GUI):

— |s the GUI clearly visible on 1024x768
projectors?
* |s it visible from the farthest corners in the room?

— Are all colors easily distinguishable?

— Are information boxes placed so that the current
PDU is not covered?

— When a field is clicked, is the information box
the same color as the field?

— Does each protocol have a link to its RFC?

Detailed Design 10




« Testing Examples:

— Do the buttons bring you to correct/next logical
screen/PDU?

— |Is the hierarchical tree dynamic?

— Is the “Choose a Protocol” hierarchical tree

displayed when the user clicks “Choose a
Protocol?”

— Are the inactive buttons dimmed and easily
distinguishable from the active links?

Detailed Design 11



Testing Plan

. Functional Buttons

Ethernet Packet «  Choose Protocol
Choose Protocol ;Cl?ﬂl’ :% %W Destination MAC _.\ddrass“ Source MAC Address w -j-}'Ili-'-’l.un;:lh“ IP PDL w E} . Choose Session
Choone Senion | | Misiwry | | 21 7 S - TCP/IP Project History
[ =l i | | | -
« FTP
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e HTTP
MIME SCP NTP TCP/IP Model OS5I Model . SSH
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T y i i Appiication * PING
— POP3 LDAP DNS DHCP ' PIM Presentation ° UDP
T T T | T | . ICMP
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Choose Session Screen

Choose Session

Choose Prvioca] | 1o |

Project
History
p—

Preamble

Source MAC Address
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93 Bb

p=

Type/Length ‘ IP FDU

CRC

1 I |

FTP

Select A Packet From The

Right Or Open A New
Captured Session Below

Directory:

| fusr/local/etherdumps_edge

Name

rY Date

“IP_Bitmap

10/10/2004
“T'P_Documents 09/10/2004
“TP_InstallFile 04/01/2004
“TP_JPEG 11/01/2003
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. 632002
.H632348
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192.168.0.
192.168.0.
192.168.0.
192.168.0.39

192.168.0.101

192.168.0.39

192.168.0.101

192.168.0.39
192.168.0.39

192.168.0.101
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192.168.0.101

192.168.0.39

I»]

P b L B L b b b g b B g b B B B G e e
SYRYRYRBREYRYRERBYRRYRRYREYE
m
B

.101 TCP 32816 > ftp [SYN] Seqe0 AcCk=0 Wins!
.39 TCP ftp > 32816 [SYN, ACK] Seqs=0 Acks=1
101 TP 32816 > frp [ack] seqs=1l ack=1 win='
9 FTP rResponse: 220 cbll8ks.cs.siena.edu
01 TCP 32816 > frp [ACK] seq=1 Ack=95 win:
01 FTP  Reguest: USER fakeuser

9 TCPp ftp » 32816 [ACK] Seq=95 Ack=16 Wit
9 FTP Response: 331 Password required for
01 TCP 32816 > Tip Lu.rs J :sequo ACK=132 W
L Request:

ETD facnnnes:
Far RESPVIIZT -

TCP 32816 > ftp [An:x] Seqe=33 Ack-léz W
FTP Reqguest:
FTP  Response: 215 UNIX Type: L8
TCP 32816 > ftp [ACK] sSeq=39 ack=181 w
FTP  Regquest: TYPE I
FTP  Response: 200
TP 32816 > ftp [ACK
FTP  Request: PASV
FTP  Response: 227 entering Passive Modt
TCP 32816 > ftp [ACK]) Seq=53 Ack=249 W'
request: STOR testfile.dat
FTP  Response: 150 Opening BINARY mode (
TCP 32816 > ftp [ACK] Seq=72 Ack=308 W
FTP  Response: 226 Transfer complete.
TCP 32816 > ftp [ACK] Seqs72 Acks332 W
FTP  Request: QUIT

FTP  Response: 221-You have transferred
TCP 32816 > ftp [ACK]) Seq=78 Ack=379 W'
FTP Response: 221-Total traffic for th
TCP 32816 > ftp [ACK) Seq=78 Ack=525 W
TcP ftp > 32816 [FIN, ACK) Seq=525 Acks
TP 32816 > ftp [FIN, ACK] Seq=78 Acks='

e set to I.
seq=47 Ack=201 W
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Info Display Screen - TCP

Functional Buttons
. Choose Protocol
. Choose Session

| ==

FTP PDU
Ethernet = IP PO > Foial Lengih

Field Name: Total Length of Ethernet Frame

Pwpose & Defimition: Total Length 1z 16-bit
field that mdicates the length of the frame,
measured m octets, meluding mternet header and
data. The mawimum size 1z 2716 or 65,936 octets;

2Fe o0 GCTETE

howewer, the recommended mastmutn size 13 576
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EULIIW N IR L 0 aAivnb L
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;2 7]
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Field Key: Mot applicable

Data

Hexadecimal C g 2 D
Bmary 1100 1001 0010 1101
Decimal 51501

*  TCP/IP Project History
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. Preamble
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. Destination MAC Address
. Source MAC Address
*  Type/Length

- IPPDU
+ CRC
+ RFCLink

*  Source Port Number

. Destination Port Number
*  Acknowledgment Number
* Length
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- UAPRSF

*  Window Size

* TCP Checksum

*  Urgent Pointer

Detailed Design

*  Options
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History Page

==

Choose Session

TCP/IP
Project
History

Ethernet Packet

Destination MAC Address Source MAC Address Type/Length | 1P PDIL

SOF
CR(

Preamble

History of TCP/IP Packet Descriptor

Two teams from the Class of 2004’s Software Engineering class developed TCP/TP
Packet Descriptors. Both gave graphical expressions and informative knowledge
about different Internet Protocols. However, the packet information was
hard-coded mto the program, allowing the user to see the protocol data units
of one packet for each different protocel.

For the Class of 2005°s Software Engineering class, owr team, EdgeTech Development,
was asked to enhance the program. The enhancements were to combine the best
design pomts of both programs and combine them mto one. Another enhancement

was to allow the user to take an Etheinet dumnp file from an exteinal program
and open it up m our TCPTP Packet Descriptor, and allowing the user to
pick any packet from the dump file and have the program break it up into
its different data umits.

The links below will take you to last years teamn websites and programs from Blue Technologies and Mirage Inc.

[ =

ay

_..‘__

FdgeTech Development Murage Inc. Blue Technologies Inc.

The Descraptor” TCP Descriptor

TCP Dezcniptor

Chent: Mr. Een Swarner
Teacher/Silent Partner: Dr. Timoth Lederman

Class: Software Engineenng
School: Siena College

Detailed Design

Functional Buttons

Choose A Protocol
Choose Session
TCP/IP Project History
Ethernet Packet
Hierarchy Tree
EdgeTech Links
Mirage Links

Blue Technologies Links
Software Link

Siena College Link
Back Button
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EdgeTech Deve

e are always on the cutting

Sample Test Sheet

Lg!iment'

Screen: TCP PDT

Date:
Tester:
Screen: Pass Fail
Field Name: RFC Link
Attempted Expected Fesult Pass | Fail Comments
1. Right Click Mothing pops up
2. Left Click Takes the user to the RFC
website for the chosen
protocol
Field Name: Seurce Pore
Attempted Expected Fesult Pass | Fail Comments
1. Bight Click Mothing pops up
2. Left Clicle Source Port information
field pops up in the
appropriate colored box
Field Name: Destination Port
Attempted Expected Fesult Pass | Fail Cominents
1. Right Click Mothing pops up
2. Left Click Destination Port

information field pops up 1n
the appropriate colored box

Detailed Design
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Conclusion
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| “ EdgeTech Development
are always on the cutting
— ] "'-'-—"
- 3 ——
Gantt Chart
Taszk Mame | February 2005 | March 2005

April 2005

147 [1ol13]16)19]22]25|28

= EdgeTech Development
Weekly Client Meetings
Weekly Team Meetings
= Detailed Design
Detailed Design Document
Detailed Design Presentation
= Acceptance Test
Acceptance Test Document
Acceptance Test Presentation

Ty |

15|19|22|25|23|3_1|3 FBEFEEEE |2_4|2?_|2 |5 |a|11/14]17 |20/23]26 |29

8 @B E§ 8 B

Task
Projeci; Edge Tech Software Plan 5 ot
Date: Tues 3/1/2005 ’

Frograss

Milestone

Summany

L 4
ﬁ

Project Summary I

Exlernal Tasks

I

E=ternal Milestone ‘

D eadlineg

&
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. EdﬂgeTech Develo eﬂ;’E)ment

aliays on the u.atting

a e = = =

* |Important Dates
— April 25" — Acceptance Test Document
— April 265t — Acceptance Test Presentation
— April 29t — Academic Celebration
— May 3 — CS Party in Boland Room

Detailed Design 20
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Any Questions?

Detailed Design 21



Thank You!
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